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DETAILED ACTION 

1. The applicant's response filed on December 13, 2007 has been carefully 
considered. Claims 1-32 are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

3. Claims 1-32 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Stone et al. (U.S. Pub. No. 2002/0080964 A1), hereinafter "Stone", in view of 
Yoshiura et al. (U.S. Patent No. 6,131,162), hereinafter "Yoshiura". 

Referring to claims 1 , 23 : 

i. Stone teaches: 

A method of passing data securely from an originator to a recipient 
comprising the steps of: 

the originator selecting a condition that the recipient must meet for 
receipt of the data (see figure 5, element 2 'seller client'; and page3, paragraph [0062] 
of Stone); 

the originator selecting a trusted party (see figure 5, element 1 
'transaction server'; and page3, paragraph [0062] of Stone); 

the originator selecting a first key without reference to the condition 
(see page 3, paragraph [0056], "The seller also obtains from the server an algorithm 
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from creating the watermark including one or more security key generators"; page 4, 
paragraph [0075] ' decryption keys' : paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added); 

the originator encrypting the data using the first key (see page 4, 
paragraph [0075] ' decryption keys' : paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added); 

the originator making the condition, and the encrypted data 
available to the recipient (see page 4, paragraph [0067], lines 12-17 of Stone); 

the recipient providing the trusted party with evidence that it meets 
the condition (see figure 9; and page 4, paragraph [0075] of Stone), 

the trusted party satisfying itself that the recipient does meet the 
condition and providing the first key to the recipient (see figure 9; and page 4, 
paragraph [0075] of Stone), and 

the recipient decrypting the data using the first key (see figure 9; 
and page 4, paragraph [0075] of Stone). 

Stone discloses the method of passing securely from an originator 
to a recipient, and the method of encryption and decryption. Stone further discloses 
obtaining the security key generating material from the transaction server (see page 3, 
paragraph [0056] " The seller also obtains from the server an algorithm for creating the 
watermark including one or more security key generators for applying the watermark 
and a UMID generator.", of Stone). However, Stone does not specifically mention the 
asymmetrical key pair and the encrypted material. 

ii. Yoshiura teaches a content distribution system, wherein Yoshiura 
discloses the asymmetrical key pair and its usage: "This invention also provides a 
content distribution system wherein the encrypting apparatus of the distribution system 
encrypts the content using the public key of the user of the receiving system and the 
decrypting apparatus of the receiving system decrypts the content encrypted using the 
private key of the user of the distribution system." (see column 8, lines 54-59 of 
Yoshiura, emphasis added). 
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iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshiura into the method of 
Stone to use the asymmetrical key pair for encrypting the data to be distributed in a 
content distribution system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshiura into the system of Stone to use the asymmetrical key 
pair for encrypting the data to be distributed in a content distribution system, because 
it's well known in the art that asymmetrical key pair is used for data encryption to ensure 
data security. 

Referring to claims 10, 24 : 
i. Stone teaches: 

A method for an originator to make data available securely to a 
recipient comprising the steps of: 

the originator selecting a condition that the recipient must meet for 
receipt of the data (see figure 5, element 2 'seller client'; and page3, paragraph [0062] 
of Stone); 

the originator selecting a trusted party (see figure 5, elements 
'transaction server'; and page3, paragraph [0062] of Stone); 

the originator selecting a first key without reference to the condition 
(see page 3, paragraph [0056], "The seller also obtains from the server an algorithm 
from creating the watermark including one or more security key generators"; page 4, 
paragraph [0075] ' decryption keys' : paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added); 

the originator encrypting the data using the first key (see page 4, 
paragraph [0075] ' decryption keys' : paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added); 

the originator making the condition, and the encrypted data 
available to the recipient (see page 4, paragraph [0067], lines 12-17 of Stone). 

Stone discloses the method of passing securely from an originator 
to a recipient, and the method of encryption and decryption. Stone further discloses 
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obtaining the security key generating material from the transaction server (see page 3, 
paragraph [0056] " The seller also obtains from the server an algorithm for creating the 
watermark including one or more security key generators for applying the watermark 
and a UMID generator.", of Stone). However, Stone does not specifically mention the 
asymmetrical key pair and the encrypted material. 

ii. Yoshiura teaches a content distribution system, wherein Yoshiura 
discloses the asymmetrical key pair and its usage: "This invention also provides a 
content distribution system wherein the encrypting apparatus of the distribution system 
encrypts the content using the public key of the user of the receiving system and the 
decrypting apparatus of the receiving system decrypts the content encrypted using the 
private key of the user of the distribution system." (see column 8, lines 54-59 of 
Yoshiura, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshiura into the method of 
Stone to use the asymmetrical key pair for encrypting the data to be distributed in a 
content distribution system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshiura into the system of Stone to use the asymmetrical key 
pair for encrypting the data to be distributed in a content distribution system, because 
it's well known in the art that asymmetrical key pair is used for data encryption to ensure 
data security. 

Referring to claims 14, 25 : 
i. Stone teaches: 

A method for a recipient to receive data made available securely by 
an originator, who has selected a trusted party to be involved, comprising the steps of: 

Obtaining a condition for decryption of the data set by the originator 
and the data encrypted using a first key generated without reference to the condition 
(see page 4, paragraph [0067], lines 12-17 of Stone); 

providing the trusted party with evidence that it meets the condition 
(see figure 9; and page 4, paragraph [0075] of Stone), 
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receiving the first key for decryption of the data from the trusted 
party (see figure 9; and page 4, paragraph [0075] of Stone), and 

decrypting the data using the first key (see figure 9; and page 4, 
paragraph [0075] of Stone). 

Stone discloses the method of passing securely from an originator 
to a recipient, and the method of encryption and decryption. Stone further discloses 
obtaining the security key generating material from the transaction server (see page 3, 
paragraph [0056] " The seller also obtains from the server an algorithm for creating the 
watermark including one or more security key generators for applying the watermark 
and a UMID generator.", of Stone). However, Stone does not specifically mention the 
asymmetrical key pair and the encrypted material. 

ii. Yoshiura teaches a content distribution system, wherein Yoshiura 
discloses the asymmetrical key pair and its usage: "This invention also provides a 
content distribution system wherein the encrypting apparatus of the distribution system 
encrypts the content using the public key of the user of the receiving system and the 
decrypting apparatus of the receiving system decrypts the content encrypted using the 
private key of the user of the distribution system." (see column 8, lines 54-59 of 
Yoshiura, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshiura into the method of 
Stone to use the asymmetrical key pair for encrypting the data to be distributed in a 
content distribution system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshiura into the system of Stone to use the asymmetrical key 
pair for encrypting the data to be distributed in a content distribution system, because 
it's well known in the art that asymmetrical key pair is used for data encryption to ensure 
data security. 

Referring to claims 17. 26 : 
i. Stone teaches: 
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A method for a trusted party to facilitate the passing of data 
securely from an originator to a recipient, comprising the steps of: 

Receiving from the recipient evidence that they meet the condition 
(see figure 9; and page 4, paragraph [0075] of Stone), 

comparing the evidence against the condition to confirm that the 
recipient does meet the condition (see figure 9; and page 4, paragraph [0075] of Stone), 
and 

if the recipient meets the condition, providing the first key to the 
recipient (see figure 9; and page 4, paragraph [0075] of Stone). 

Stone discloses the method of passing securely from an originator 
to a recipient, and the method of encryption and decryption. Stone further discloses 
obtaining the security key generating material from the transaction server (see page 3, 
paragraph [0056] " The seller also obtains from the server an algorithm for creating the 
watermark including one or more security key generators for applying the watermark 
and a UMID generator.", of Stone). However, Stone does not specifically mention the 
asymmetrical key pair and the encrypted material. 

ii. Yoshiura teaches a content distribution system, wherein Yoshiura 
discloses the asymmetrical key pair and its usage: "This invention also provides a 
content distribution system wherein the encrypting apparatus of the distribution system 
encrypts the content using the public key of the user of the receiving system and the 
decrypting apparatus of the receiving system decrypts the content encrypted using the 
private key of the user of the distribution system." (see column 8, lines 54-59 of 
Yoshiura, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshiura into the method of 
Stone to use the asymmetrical key pair for encrypting the data to be distributed in a 
content distribution system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshiura into the system of Stone to use the asymmetrical key 
pair for encrypting the data to be distributed in a content distribution system, because 
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it's well known in the art that asymmetrical key pair is used for data encryption to ensure 
data security. 

Referring to claims 2, 11. 15-16, 18, 20 : 

i. Stone teaches the claimed subject matter: a method of passing 
data securely from an originator to a recipient (see claim 1 above). Stone discloses the 
encryption and the decryption (see page 4, paragraph [0075] ' decryption keys' ; 
paragraph [0083] 'Data may be carried on other carriers preferably in encryption form 
for security' of Stone, emphasis added). 

Stone discloses the method of passing securely from an originator 
to a recipient, and the method of encryption and decryption. Stone further discloses 
obtaining the security key generating material from the transaction server (see page 3, 
paragraph [0056] " The seller also obtains from the server an algorithm for creating the 
watermark including one or more security key generators for applying the watermark 
and a UMID generator.", of Stone). However, Stone does not specifically mention the 
asymmetrical key pair and the encrypted material. 

ii. Yoshiura teaches a content distribution system, wherein Yoshiura 
discloses the asymmetrical key pair and its usage: This invention also provides a 
content distribution system wherein the encrypting apparatus of the distribution system 
encrypts the content using the public key of the user of the receiving system and the 
decrypting apparatus of the receiving system decrypts the content encrypted using the 
private key of the user of the distribution system." (see column 8, lines 54-59 of 
Yoshiura, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshiura into the method of 
Stone to use the asymmetrical key pair for encrypting the data to be distributed in a 
content distribution system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshiura into the system of Stone to use the asymmetrical key 
pair for encrypting the data to be distributed in a content distribution system, because 
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it's well known in the art that asymmetrical key pair is used for data encryption to ensure 
data security. 

Referring to claims 3-4, 6, 12. 19. 22. 28-29 : 

Stone and Yoshiura teach the claimed subject matter: a method of 
passing data securely from an originator to a recipient (see claim 1 above). They 
further disclose encrypting with the public key and the decrypting with the private key 
(see column 8, lines 54-59 of Stone). 
Referring to claim 5 : 

Stone and Yoshiura teach the claimed subject matter: a method of 
passing data securely from an originator to a recipient (see claim 1 above). They 
further disclose the steps of: 

The originator providing the condition to the trusted party (see figure 5, 
elements 'seller client'; and page3, paragraph [0062] of Stone); 

the trusted party storing the condition and the asymmetric key pair (see 
figure 5, element 2 'seller client'; and page3, paragraph [0062] of Stone); 

the recipient providing the trusted party with evidence that it meets the 
condition see figure 5, element 2 'seller client'; and page3, paragraph [0062] of Stone); 

the trusted party retrieving the condition and asymmetric key pair from 
store, and satisfying itself that the recipient meets the condition (see figure 9; and page 
4, paragraph [0075] of Stone), and 

the trusted party providing the decrypting key of the asymmetric key pair 
to the recipient to act as a decrypting first key (see figure 9; and page 4, paragraph 
[0075] "Once the buyer has satisfied the conditions of sale, the transaction server 
provides secure delivery of decryption keys ,", of Stone). 
Referring to claim 7 : 

Stone and Yoshiura teach the claimed subject matter: a method of 
passing data securely from an originator to a recipient (see claim 1 above). They 
further disclose that at the time the originator encrypts the data the recipient is unknown 
to them (see page 1, paragraph [0013] of Stone). 
Referring to claim 8 : 
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Stone and Yoshiura teach the claimed subject matter: a method of 
passing data securely from an originator to a recipient (see claim 1 above). They 
further disclose the publishing and storing (see page 5, paragraph [0089] of Stone). 
Referring to claim 9 : 

Stone and Yoshiura teach the claimed subject matter: a method of 
passing data securely from an originator to a recipient (see claim 1 above). They 
further disclose the storage medium (see page 5, paragraph [0088] of Stone). 
Referring to claims 13, 30 : 

Stone and Yoshiura teach the claimed subject matter: a method for an 
originator to make data available securely to a recipient (see claim 10 above). They 
further disclose generating an asymmetrical key pair (see column 13, lines 1-5 of 
Yoshiura). 

Referring to claim 21 : 

Stone and Yoshiura teach the claimed subject matter: a method for a 
trusted party to facilitate the passing of data securely from an originator to a recipient 
(see claim 17 above). They further disclose the additional steps of: 

receiving the condition from the originator (see page 4, paragraph [0073] 

of Stone); 

storing the condition and the asymmetric first key pair (see page 4, 
paragraph [0073] of Stone); 

upon receipt of the evidence from the recipient that they meet the 
condition, retrieving the condition and asymmetric first key pair from store before 
comparing the evidence against the condition to confirm that the recipient does meet 
the condition (see page 4, paragraph [0073] of Stone), and 

providing to the recipient the decrypting key of the asymmetric first key 
pair to act as a decrypting first key originator (see page 4, paragraph [0073] of Stone). 
Referring to claim 27 : 

i. Stone teaches: 

A computer system for passing data securely from an originator to 
a recipient comprising a first computer entity associated with the originator, a 
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second computer entity associated with the recipient and a third computer entity 
associated with a trusted party, there being communication means between the first 
computer entity and the second computer entity and between the second computer 
entity and the third computer entity (see figure 1 of Stone), 

the first computer entity selecting a condition to be met by the 
recipient before receipt of the data and a first key generated without reference to the 
condition, and encrypting the data with that first key, and making available to the second 
computer entity (see page 3, paragraph [0062] of Stone); 

the second computer entity being arranged to forward evidence that 
the recipient meets the condition to the third computer entity (see page 4, paragraph 
[0075] of Stone), and 

the third computer entity being arranged to compare the evidence 
with the condition and if satisfied that the recipient meets the condition to provide the 
first key to the second computer entity for decryption of the data (see page 4, paragraph 
[0075] of Stone). 

Stone discloses the encryption and the decryption (see page 4, 
paragraph [0075] ' decryption keys 1 : and paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added). Stone 
further discloses obtaining the security key generating material from the transaction 
server (see page 3, paragraph [0056] " The seller also obtains from the server an 
algorithm for creating the watermark including one or more security key generators for 
applying the watermark and a UMID generator.", of Stone). However, Stone does not 
specially mention the asymmetrical key pair consisting of the public key and the private 
key. 

ii. Yoshiura teaches a content distribution system, wherein Yoshiura 
discloses the asymmetrical key pair and its usage: "This invention also provides a 
content distribution system wherein the encrypting apparatus of the distribution system 
encrypts the content using the public key of the user of the receiving system and the 
decrypting apparatus of the receiving system decrypts the content encrypted using the 
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private key of the user of the distribution system." (see column 8, lines 54-59 of 
Yoshiura, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshiura into the method of 
Stone to use the asymmetrical key pair for encrypting the data to be distributed in a 
content distribution system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshiura into the system of Stone to use the asymmetrical key 
pair for encrypting the data to be distributed in a content distribution system, because 
it's well known in the art that asymmetrical key pair is used for data encryption to ensure 
data security. 

Referring to claim 31 : 

i. Stone teaches: 

A method of passing data securely from an originator to a recipient 
comprising the steps of: 

the originator selecting a condition that the recipient must meet for 
decryption of the data (see figure 5, element 2 'seller client'; and page3, paragraph 
[0062] of Stone); 

the originator selecting a first key without reference to the condition 
(see page 3, paragraph [0056], "The seller also obtains from the server an algorithm 
from creating the watermark including one or more security key generators"; page 4, 
paragraph [0075] ' decryption keys' : paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added); 

the originator encrypting the data using the first key (see page 4, 
paragraph [0075] ' decryption keys' : paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added); 

the originator making the condition, and the encrypted data 
available to the recipient (see page 4, paragraph [0067], lines 12-17 of Stone); 

upon receipt by the trusted party of the recipient's evidence that the 
recipient meets the condition, the trusted party satisfies itself that the recipient meets 
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the condition, provides the first key to the recipient (see figure 9; and page 4, paragraph 
[0075] of Stone), and 

the recipient decrypts the data using the first key (see figure 9; and 
page 4, paragraph [0075] of Stone). 

Stone discloses the encryption and the decryption (see page 4, 
paragraph [0075] ' decryption keys' : and paragraph [0083] 'Data may be carried on other 
carriers preferably in encryption form for security' of Stone, emphasis added). Stone 
further discloses obtaining the security key generating material from the transaction 
server (see page 3, paragraph [0056] " The seller also obtains from the server an 
algorithm for creating the watermark including one or more security key generators for 
applying the watermark and a UMID generator.", of Stone). However, Stone does not 
specially mention the asymmetrical key pair consisting of the public key and the private 
key. 

ii. Yoshiura teaches a content distribution system, wherein Yoshiura 
discloses the asymmetrical key pair and its usage: "This invention also provides a 
content distribution system wherein the encrypting apparatus of the distribution system 
encrypts the content using the public key of the user of the receiving system and the 
decrypting apparatus of the receiving system decrypts the content encrypted using the 
private key of the user of the distribution system." (see column 8, lines 54-59 of 
Yoshiura, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshiura into the method of 
Stone to use the asymmetrical key pair for encrypting the data to be distributed in a 
content distribution system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshiura into the system of Stone to use the asymmetrical key 
pair for encrypting the data to be distributed in a content distribution system, because 
it's well known in the art that asymmetrical key pair is used for data encryption to ensure 
data security. 

Referring to claim 32 : 
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Stone and Yoshiura teach the claimed subject matter: a method of 
passing data securely from an originator to a recipient. They further disclose generating 
an symmetrical key pair (see column 1 , lines 56-58 of Yoshiura). 


Response to Arguments 

4. Applicant's arguments, , filed on December 13, 2007, with respect to that 
" watermarked material is not the same as encrypted material ", and that "encrypts 
content using the public key of a user of the receiving system " (see e.g. page 21 , 
referring to claim 31 , Applicant's Arguments/Remarks) have been fully considered and 
are persuasive. Therefore, the Office Action mailed on September 13, 2007 has been 
withdrawn. However, upon a further consideration, a new rejection has been made. 

Applicant argues: 

"Further, Stone describes how a buyer of watermark removal data may transfer 
the data to a data carrier , where the data is preferably in encrypted form." (see page 21, 
referring to claim 31 , Applicant's Arguments/Remarks) 

Examiner maintains: 

Claims 31 states "A method of passing data securely from an originator to a 
recipient comprising the steps of: the originator selecting a condition that the recipient 
must meet for decryption of the data; the originator selecting a trusted party having a 
public key; the originator selecting a first key without reference to the condition; the 
originator encrypting the data using the first key; the originator encrypting the condition 
and the first key using the public key of the trusted party; the originator making the 
condition, and the encrypted data and the encrypted condition and first key, available to 
the recipient; upon receipt by the trusted party of the recipient's public key, the 
encrypted condition and first key, and evidence that the recipient meets the condition, 
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the trusted party decrypts the condition and first key, satisfies itself that the recipient 
meets the condition, provides the first key to the recipient , and the recipient decrypts the 
data using the first key." (emphasis added). 

Stone discloses "[0024] The said watermark removal data [i.e., include a key] 
may likewise be transferred from the transaction server [i.e., provided by the trusted 
party] to the second apparatus [i.e., recipient] in a data carrier, most preferably a smart 
card." (see page 2, paragraph [0024] of Stone, emphasis added). 

Therefore, Stone discloses that the trusted party provides the first key to the 
recipient. 


Conclusion 

5. Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Joseph Pan whose telephone number is 571- 
272-5987. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 


Joseph Pan 
February 15, 2008 


NASSER MOAZZAMI 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



